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ARISTA-7020TR-LEAF-2.Wed-13:52:01#conf
ARISTA-7020TR-LEAF-2.Wed-13:52:12(config)#int eth 31
ARISTA-7020TR-LEAF-2.Wed-13:52:17(config-if-Et31)#desc Ward Beck preM0-221 + GPIO
ARISTA-7020TR-LEAF-2.Wed-13:52:38(config-if-Et31)#int eth 32
ARISTA-7020TR-LEAF-2.Wed-13:52:43(config-if-Et32)#desc Ward Beck 32ME-N
ARISTA-7020TR-LEAF-2.Wed-13:52:48(config-if-Et32)#int eth 33
ARISTA-7020TR-LEAF-2.Wed-13:52:58(config-if-Et33)#Ward Beck AMS8-1AN

% Invalid input

ARISTA-7020TR-LEAF-2.Wed-13:53:00(config-if-Et33)#desc Ward Beck AMS8-1AN
ARISTA-7020TR-LEAF-2.Wed-13: :@6(conFigfiF7Et33)#l

*Taken from the JT-NM Tested March 2019

AND EURORADIO IP SHOWCASE THEATRE AT IBC2019 : 13-17 SEPT 2019

Olevgen Kostiukevych, kostiukevy h, Special for IBC 2019 IP Shawcase Theater

Curated by Video Services Forum vsf.tv 3


mailto:kostiukevych@ebu.ch
mailto:kostiukevych@ebu.ch

AIMS IP Showcase IBC 2019 September 2019

QB-S”%”TJ v

E BU *Taken from the JT-NM Tested March 2019
OPERATING EUROVISIO

N AND EURORADIO IP SHOWCASE THEATRE AT IBC2019 : 13-17 SEPT 2019

©levgen Kostiukevyeh, kostiukevych@ebu.ch, Special for IBC 2019 IP Showcase Theater

(IB 5w

ON AND EURORADIO IP SHOWCASE THEATRE AT IBC2019 : 13-17 SEPT 2019

Olevgen Kostiukevych, kostiukevy bu.ch, Special for IBC 2019 IP Shawcase Theater

Curated by Video Services Forum vsf.tv 4


mailto:kostiukevych@ebu.ch
mailto:kostiukevych@ebu.ch

AIMS IP Showcase IBC 2019 September 2019

IP sHowc:
(-)' e Idea

* A centralized, but dynamic and collaborative repository for often
changed switch parameters.

* A centralized, but dynamic and collaborative view of troubleshooting
data from the switch, the “show” commands.

* A real time update or periodic polling of both.
* Has to support Arista switches
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Possible solutions

* CLI?
* Ansible?
* Python?
— CLI (Telnet/SSH)?

—JSON?
— Native API?
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Python

telnetlib
* paramiko

* native programmatic API library (pyeapi)

netmiko
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telnetlib

import getpass
port sys
nport telnetlib

ip_address "192.168.122.71"
user ‘admin'
password ‘admin'

tn telnetlib.Telnet(ip_address)
.read_until("Username: ")

.write(user + "\n")
.read_until("Password: ")

.write(password + "\n")

.write("enable\n")
.write("super_secure_enable_pass\n")
.write("show version\n")

rint(tn.read_all())
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paramiko

t paramiko
time

ip_address "192.168.122
username = "admin"
password "admin"

ssh_client = paramiko.SSHClient()
ssh_client.set_missing_host_key_policy(paramiko.AutoAddPolicy())
ssh_client.connect(hostname=ip_addre username=username, password

remote_connection ssh_client.invoke_shell()
remote_connection.send("enable\n")}
remote_connection.send

remote_connection.send version
time.sle

output = remote_connection.recv(

print(output)

ssh_client.close
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netmiko

netmiko 1 rt ConnectHandler
{

'devi ‘arista_eos',
'ip': '192.1 122.72',
‘username': ‘admin

'pas 'admin',

net_connect ConnectHandler (#%S1)
tput net_connect.send_command('show ve

(output)
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pyeapi

pyeapi
connect pyeapi.client.connect(

transport="https',
host='192.168.22.72",
username="'admin',
password="'admin')
connectedSwitch pyeapi.client.Node(connect)

connectedSwitch.enable('show version')

1 13-17 SEPT 2019
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192.468.251.5001

I 08281 0
MGMT-SWITCH teiet 192.368251.128:5003

RN

124 (GNS3 V) CPU 2 1%, RAM 28.8%
- MacBoot-Praocal CPU 11.5%, RAM78.1%

GNS3 management consase.

Comuight c] 2006-2019 GNS3 Tecrmaloes.
Use Help > G Doctor fo detect common ssues.
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ARIS

Explorsr  Overview  Command Documentation
Command

Simple Request  Script Editor
Simple eAPI request editor
This page lets you craft a single AP request, and explore the retumed JSON . Note that this form creates real eAP! requests, 5o any configuration you perform will apply to this
switch. Don't know where to start? Read the AP averview o try one of these examples: Ghck version , Creste an ACL , Show vitual outer , Of View running-confi |
API Endpoint  http://172.16.2.11/command-apl Version 1
Commands Format  “json”
1 show version
2

Timestamps  false ¢

ID  EapiExplorer-1

Submit POST request
Request Viewer Response Viewer
55
2
3 3-
. &
L) 5 “modelNane": *VEOS"
6 6 15.3F-2812776.4153¢"
7 7 :0¢:29:4 'd:08",
5 “show verston® 3 2,55
5 3 3 “mesTotal”: 1897532,
10 “verston™: 1 1 stomp”: 1461275519.58,
1 } 1 148496,
12 id": “EapiExplorer-1" 12
13 ) 13
1 7
15 “hardwareRevision™: **
16
17 [
18 “id": “EcpiExplorer-1"
19
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Switches Switches
Dain Mawenus Bra Bcrasca @opmar faswese  Wncrpysenrss flan Doan MamennTs Bra Bcrasks DopmaT Lawisie  MncTpymenTs Oon
e @R 0N - % 4 0gme A -m -8 A BB n . p %o 03 AW -l -
Vian i Port B
. . o . 5 . . v
| [WianID_|Vian Name. + [Port Vian  Description
0 T/ detaull EE 1 - Devios 1
' 10[TEN s 2 20 - Device 2
. 20[TWENTY 3 200 - Device 3
30[THIRTY s 4 20 - Davico 4
. 40[FourTY 5 100 - Davice 5
50|FIFTY L3 20 - Device 6
" sa[sixTY [ta 10 - Davico 7
B 70|SEVENTY s 8 220 - Device &
100 Management L] 20 - Device 9
" 200|Zoo 10 30 - Davice 10
210/POD_1 " 20 - Device 11
20|PoD_2 ] 240 - Devios 12
- 230|POD_3 "
. 240/POD_4
. 250/POD_5

Interfaces VLAN Allocation and Descriptions =
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credentials
args.api,

gc = gspread.authorize(c ential

logger.info(' - Google Cloud API authorization succe

eturn(gc)

leAuthori

switchConfigs gc.open(
vlanList switchConfigs.worksheet( List')

vlanPorts
‘Inter
interfacesMacTable

E BU interfacesStatusTable = switchConfigs.worksheet('Interfa
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Logg:
90!
getIte

intert

AnectedSwitc

MacAdrTable = macAdrTab

macAdrT,
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Switches

®aiin Wamenute Bug Beraska ®opmar [anublie  MHcTpymenTol [Jononvenwa Cnpaeka  [locneaHee ua

dwidth — description = duplex = interfaceType —

B P 0% - p % 0 00 123+ Adal ~ 12 + B IS A & H
Interface
A 8 c o £ 3

interface _—Vian ID ~ autoNegotiateActive — autoNegotigateActive — b

Ethemet1 1 FALSE FALSE 0 Device 1

Ethernet10 30 FALSE FALSE 0 Device 10
4 Ethernet11 20 FALSE FALSE 0 Device 11
5 Ethernet12 240 FALSE FALSE 0 Device 12
&  Ethemet2 20 FALSE FALSE 0 Device 2
7 Ethemet3 200 FALSE FALSE 0 Device 3
& Ethernet4 20 FALSE FALSE 0 Device 4
@ Ethemet5 100 FALSE FALSE 0 Device 5
10 Etherneté 20 FALSE FALSE 0 Device 6
11 Ethemet7? 10 FALSE FALSE 0 Device 7
1z Ethernet8 220 FALSE FALSE 0 Device 8
13 Ethenet9 20 FALSE FALSE 0 Device 9
14 Managementl  N/A TRUE TRUE 1000000000 MGMT

amenenue: python-api 9 AHed Hazan

S-l-l-%- oB @ Y-3I- Py-

g H

duplexFull EbraTestPhyPort
duplexFull EbraTestPhyPort
duplexFull EbraTestPhyPort
duplexFull EbraTestPhyPort
duplexFull EbraTestPhyPort
duplexFull EbraTestPhyPort
duplexFull EbraTestPhyPort
duplexFull EbraTestPhyPort
duplexFull EbraTestPhyPort
duplexFull EbraTestPhyPort
duplexFull EbraTestPhyPort
duplexFull EbraTestPhyPort
duplexFull 10/100/1000

J

]
lineProtocolStatus = linkStatus — MAC Address — Entry Type —

up connected N/A

up connected  N/A

up connected N/A

up connected  76:d0:3c:48:d8:31
up connected N/A

up connected  96:b6:4c:f8:8c:1a
up connected 1ab2:af:cc:7a:ch
up connected N/A

up connected  9e:94:82:ccied:ac
up connected ba:ac:81:78:3e:1a
up connected NiA

up connected 7e:05:67:4c:9f.5b
up connected  N/A

o [

K

N/A
NiA
N/A
dynamic
N/A
dynamic
dynamic
N/A
dynamic
dynamic
NIA
dynamic
NIA
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IP

logger.info(

connectedSwitch

hostname = connectedSwitch.enable('s

- Trying to connect to

connect pyeapi.client.connect(
transport="https', host=config

ip

IP SHOWCASE THEATRE AT IBC2019 : 13-17 SEPT 2019

, username=config|'username’

using provided username and password

pyeapi.client.Node(connect)

logger.info(' - Succsessfully connected to

hostnal
version = connecte

me b

dSwitc!

how hostname')

esult'] ['hostname'])

enable('show version')

logger.info(pp.pprint(version(0] ['result']

vlans connectedSwitch.api lans')
portsVlans connectedSwitch.api('switchports')

portsDescription

args.vlans_list
createVlans()

args.interfaces_description

connectedSwitch.api('interfa

args.continious:

setInterfaceDescriptions()

args.interfaces
setInterfaceVl

args.interfaces
getInterfacesS
EBU 1f t args.contin
logger.info('=
OPERATING EUROVISION AND EUROR logger. info("

Olevgen Kostiukevych, kostiukevych@ebu.ch, Special for IBC 201

Curated by Video Services Forum vsf.tv

_vlans
ans()

_status
tate()

iou

- All ta

args.continious:

args.continious:

gs.continious:

ks finishi

, password=config|'password'

format(config['ip']))
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What about real time update?
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Read requests

n Read requests pér 100 s6conds (2.8 cpagmen) £ [ 1uac [6uscos 1me Tueen Jgwen | Heasamsesaen ey
€= Read requests per 100 seconds 5000
{ Read requests per 100 secands per user 100
o I | Read requests per day Bes orpanmend
I
a0
=
8 amr s . Temr o, 1131
Virite requests
Write requests per 100 seconds = | (24,8 cpeanow) % | Tuac  Guacom laews 7awoh 30 guek Hassasas netul P
5000
= h 100
| | bea orpawieHA
20 I |
18 . 253 Vot 0cenr. 1131
O m Aris nanz
[m om Ithorep 9292
(m] Jeaf3( om Arista-Leaf3 16839
(] " g om Arista-Leaf? 16683
O aristateal @ m.gserviceaccount. com A afl 15116
o feafS om Arista-Leafs 14945
(m] feaf g om Arista-Leaft 143863
[m] .9 A afd 13260
O aristamomtd@) .iam gserviceaccount.com Arista-Mgmtd 7977
n] [ iam Arista-Mgmts 7150
(m] i iam, A Mgz 6915
O  aistamemi@ o guanviceaccourt.com Arista-Mgt1 6536
[m] i iam. om Arista-Mgmt3 6070
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args.continious:

lans_list:

_reateVlans
pt gspread.

iptior
eptions.APIError:

wait('api'

googleAuthorize()

ait('api

googl

it

.info('Stopped

September 2019
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(IR squsase

usage: automation.py [-h] [-vL] [-iD] [-iS] [-iV] [-c] config api [time]

positional arguments:

config provide the config file
api provide the API json file
time amount of seconds to wait before repeating tasks,

default is 1@ seconds

optional arguments:

-h, —help show this help message and exit
-vL, —vlans_list read vlans from the spreadsheet and create in the
switch

-iD, ——interfaces_description
read interfaces descriptions from the spreadsheet and
update in the switch

-iS, --interfaces_status
read interfaces status from the switch and update in
the spreadsheet

-iV, ——interfaces_vlans
read interfaces vlans from the spreadsheet and update
in the switch

-c, ——continious repeat activated tasks after 10 seconds (default,
EBU unless time is specified)
OPERATING EUROVISION AND EURORADIO IP SHOWCASE THEATRE AT IBC2019 : 13-17 SEPT 2019
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Useful links

* https://github.com/ktbyers/netmiko

* https://github.com/paramiko/paramiko

* https://docs.python.org/3.7/library/telnetlib.html
* https://pyeapi.readthedocs.io/en/latest/index.html

* https://github.com/ievgen-kostiukevych/Google-Spreadsheet-Driven-
Arista-eAPIl-Automation-Demo

* https://www.gns3.com/

EBU
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Thank you

levgen Kostiukevych
IP Media Technology Architect
European Broadcasting Union
kostiukevych@ebu.ch
+4179 2253735
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